Setup Instructionsfor Secure POP3/IMAP over Windows XP

Note: If you have problem on setting up, please contact ITU or email: helpdesk @ee.usyd.edu.au

Step 1. Install Root CA certificate on your PC.
Click “Start” - “ Codtrol Pand” - “ Internet Options” > “ Contents’ > “ Certificates’ > “import..."

Certificates 2| x|

Intended purpose: I::.D.II} j

Personal IOther Peaple I Intermediate Certification Autharities I Trusted Rook CertificatianI_'I

Issued To | Issued By | Expiratia. .. | Friendly Mame |

Imnport. .. Expork... Bemoye |

Click" Browsg’ -> Select “ee.cer” > Click “ Opat - click “ Ned” .

File to Import
Specify the file wou want to impaork.

File name:

Erowse, .. |

Maote: More than one certificate can be stored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx,.P12)

Cryptographic Message Syntax Standard- PECS #7 Cerkificates (. P7E)

Microsaft Serialized Certificate Store (.55T)

Laok jr: IE}::a j Q F k-




When prompted where the certificate should be installed, select “Automatically ...."” ., then “ Next” >

“ find” . Input password “openssl” when needed. Sytem will tell you the certificate has been installed
successfully. Thenclick “ OK” button to quit the control panel.

Certificate Import Wizard H

Certificate Store

Certificate stores are system areas where certificates are kept.,

Windaws can autamatically select a certificate stare, or wou can specify a location Far

' Automatically seleck the certificate store based on the bype of certificate;

" Place all certificates in the following store

Zertificate store:

Personal Browse, ., |

< Back I hext = I Zancel

Step 2. Install Secure POP3/IMAP on Outlook.

Start Outlook, then click “ Tods' - “ Email accounts’ - “ Next’

E-mail Accounts HE
E-mail Accounts
%ou can change the e-mail accounts and directaries that Qutlook uses, ]
E-mail

" add a new e-mail account

& Hiew or change existing e-mail accounts!

Directory
" add a new directory or address book

" Wiew or change existing directories or addrass books

< Back I Mext > I Cloze




Select your current email account and click “ Change” button, then click on “More Settings...”.

Emsilaceons Qg

Internet E-mail Settings (POP3) @

Each of these settings are required ta get wour e-mail account warking,

User Information Server Information
Wour Mame: I-.I.-.I.-Eshg.:lf Wi Incoming mail server (POP3): Icassius.ee.usyd.edu.au
E-mail Address: Iwesley@ee.usyd.edu.au Qutgoing mail server (SMTPY: |129.?8. 13.49
Logon Information Test Settings
Llser Narne: After Filling out the information on this screen, we
- Iwesley recammend you kest your account by clicking the butkan
Fassword: I******** below, (Requires netbwork connection’
¥ Remember password Test Sccount Setkings ... |

|l Log on using Secure Passward
Authentication (SPA)

< Back | Hewt > | Cancel |

Select “Advanced” , dick check box on “This server requires a secure connection (SSL)” under the
POP3, then“ OK” to finish the sgup.

[ . .
| Internet E-mail Settings HE

I Generall Outgoing Sewerl Connection  Advanced |

Server Port Mumbers

Incarming serwer (POP3: I- Use Defaults |

[ This server requires a secure connection (S5L)

Qukgoing server (SMTR): |25

[~ This server requires & secure connection (S50

Server Tirneouts

Shart = F———— Long 1 minute

Delivery

[ Leave a copy of messages on the server

™ Remove Fram seryer aFterIlD 3: days

™ | Remaove From server when deleted from 'Deleted Tkems!

0k I Cancel




Step 3. Install Secure POP3/IMAP on Eudor a:

Click “ Tods' -> “options” - “ Checking Mail” , select “ Required, Alternate Port” , then click “ Last

SSL info”.
opons [

Cateqgaory:

Mail Server:

Icassius.ee.usyd.edu.au

Getting Started

Login M arme;

Iwesle_l,l

Check, for mail gvery IEI rninke(s]

[ Don't check without a network, connection
[T Don't check when uging batterny
[~ Send on check

Sending b ail [ Save password
EE’ Secure Socketz when Receiving
. ] ’]Fﬁequired, Alternate Part -| |
Compozing kail

@ ﬂ ] | Cancel |
Eudora SSL Connection Information Manager H

Normally, system will tell you

— General
haven’'t done any SSL negotiation Server IP Address [12978.13.43 Pot [355
before. To 50|V€ thiS pr0b|em, C”Ck Server Mame Icassius.ee.usyd.edu.au

“ OK” buttonto qult the menu setti ngs et e IMDnda.'r'»JuL'r' 21, 2003 12:20.38
and then click “ Check Mail” to try to

— Security Parameter

receive any new incoming mail. You

M egatiation Status IFaiIed
will fail to get it and wait for it time S5 Version [TC5 Ve 10
out. Then repeat this Step agan. Now Cipher Suite Infarmation
you will get awindow saying: Key Exchange Algorithm |F!Sf-\[1 024 bits)

Encrpption Algorithm ItfiDhB DES EDE[1ES bits)

Integrity Check Algarithm ISHﬂ

Notes

Certificate Emar: Cert Chain not trusted.
Try adding this certificate to pour certificate databaze for 550 to succeed

Server Certificate : Yerified OK

Certificate Information Manager




Click on“ Certicate Information Manager” - “import certificate” - select “eeca™ - “done”.

Certificate Information Manager E

« () Server Certificates
- @ Al MSW, Sudney, Uni of Spdney, EE, cassius ee usyd edu. au, wesleyisd
[ Uzer Trusted Certificates
----- AU, NS, Svdney, Uni of Spdney, EE department, cassiuzee.usyd. edu.a
- 3 AU, NS, Spdney, Uniof Sydney, EE. cassiuz.ee.uspd. edu. au, weslep@
;II;IE] Eudora Provided Trusted Certificates

< | i

— Certificate

Subject: I.-'l‘-.Ll, MEW, Sydney, Uni of Spdney, EE. cassiuz ee uzyd edu. au, wesle

lzsued By: I.-‘-‘-.LI, M5, Sudney, Uni of Sydney, EE . cazsiuz ee uspd.edu. au, wesles

Valid From: |Friday, July 18, 2003 13:38:33

Walid Ta IMDnda_u, Julp 15, 20013 13:38:33

Serial #: ||:||:|
Thurnbprint: |5=32E B36B EF13 534F ESFD 10191730 AICE 924E & [5HA |
165
Yiew Certificate Details | Add To Trusted | Bemove From Trusted |
Irpart Certificate | E=port Certifizate |

Done




